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red|s cassandra Post

Databases and Caches:

Providing System-wide Consistancy and caching
facility for processing and references

Sidenotes:

in CrowdQuake, Direct access for READING isonly
available for processing module.

Any WRITING must be done

API Server/Dashboard:

Under-revision process due:
requirements (March-May)
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! post analysis:
Post-

! Earthquake

| Analysis

REST AP! Server and Web based frontend services
for monitor/manage CrowdQuake

bythe Sinker.

to changing of

1 Sinker:

| Sink/Deliver system events.
! to internal/External System
like DB or Public
CrowdQuake ->

External Systems

redis cassandra

Databases and Caches:

Postgre:

Providing System-wide Consistancy and caching
facility for processing and references

Sidenotes:

in CrowdQuake, Direct access for READING isonly
available for processing module.

API Server/Dashboard:

i
| REST API Server and Web based frontend services
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MEMS loT Sensors
Signal Picker DL Classifier
(M (2)
f i Earthquake
Kafka (Msg. Queue) Earthquake Alert ()
EQMS Gateway Event
Analysis
I ] Report (6)
Cell Activator Associator
3) ) |
[ 621 ) alire -

[Test] # CrowdQuake EQ Alert *
Q WAL Thu Jun 23 18:21:14 2022

PIX|: ZROHER 1T2-401...

01227587411

(5) Published Alarm
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(4) Done Association -
(6) Post Analysis
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(1, 2) Timeseries and classified picks

(3) Cell Activation Result (4) Begin Association with Time and Origin
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u (1) Unstable network conditions

(3) Picker makes false picks

Signal Picker

DL Classifier

l
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EQMS
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Gateway

(2) Out of order, lost burst

packets

def _update_sta_lta(self, data) —>
List[TriggerResult]:

results: List[TriggerResult] = []
for i in range(data.shape[0]):
sq = datali] ** 2
self._sta = self._csta * sq + self._icsta *
self._sta
self._lta = self._clta * sq + self._iclta *
self._lta

Kafka (Msg. Queue)

l

\

Cell Activator

\Associator

(4) Wrong activation

Earthquake
Alert
Earthquake
Event
Analysis
Report

(5) Wrong alert and analysis report

e to false picks
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(1) Picker down due to memory leak

MEMS loT Sensors

- Signal Picker DL Classifier

& T\ i Earthquake

Alert
Kafka (Msg. Queue) Earthquake
o EQMS Gateway Event
Analysis
| \ I Report
i i Cell Activator ssociator (3) No reaction in an earthquake
due to no event (Failure)

(2) Failed activation due to lack of events
def __call__(self, timestamp_msec: int, data: Any) —> List[Tuplel[int, Any]]:
# Fallure condition, if we are too far behind, we will drop the data
if timestamp_msec < self._expected_time_msec:
return []

if timestamp_msec > self._expected_time_msec + GIOJEl 85K ZA} HxjZ OI3t B F2] = SrAH
self._hard_reset_msec: =

self.reset(timestamp_msec)

# If gdata comes in order and there is no gap, return sorted data
if self._expected_time_msec — self._zitter_msec <= W
timestamp_msec <= W

conlf Aavnoactad tim moeae + onlf  Zzittar m
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Jull._UApPp LU ULlvUuU_ e _11rovw

£ Kﬁn%%o&hmgs .I telligent Software Systems Lab
ntelligen ware stems Ldl AIOTEQ Liod M
Kn NATIONAL UNIVERSITY ﬁ"‘““*ﬂoﬂﬂh}dq‘" HIE}

uuuuuuuuuuuuuuuuuuuuuuuuu



K BEALRO0NM E

4 7ts

ro

MEMS loT Sensors

Lottty "
LA L4

Signal Picker

DL Classifier
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EQMS

Gateway

+

MEMS loT Sensors

# Cell activation check

for hex_id, tr_count in grid_stat.items():

num = sensors_in_grid(hex_id)

ratio = tr_count / sensors_in_grid

if num ==
continue
if num <= 2;

activated.append(hex_id)

elif ratio <= 0.25: # /ntended >= 025

activated.append(hex_id)
return activated

ZZ

Kafka (Msg. Queue)

I

!

Cell Activator

Associator

/

Earthquake
Event

(1) Failed activation due to (2) Failed association
a wrong branch condition

=2 0I3t X[ZI O|HE Oj¥E 27 2y

Earthquake
Alert

Analysis
Report

(3) Not respond to an earthquake,
and generate a false alarm

= KYUNGPOOK Intelligent Software Systems Lab ATEQ Lo M|
l(n NATIONAL UNIVERSITY . SEE O HARE

uuuuuuuuuuuuuuuuuuuuuuuuu



et —
ot

MEMS loT Sensors

KNEBEAMLH-OM 28 7S

ro

MEMS loT Sensors

Signal Picker

DL Classifier

]

i

Gateway

Kafka (Msg. Queue)

T: dl-runner T: di-runner

/]

!

Cell Activator

Associator

TOPIC_CONSUME="di-runne .
| & oF= o3 BIAIX] O/

KAFKA_BOOTSTRAP=WRON(

Earthquake
Event

) Failed activation due to (2) Failed association
a wrong topic name

Earthquake
Alert

Analysis
Report

(3) Not respond to an earthquake
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datacollector_1
datacollector_1
datacollector_1
datacollector_1
datacollector_1
datacollector_1
datacollector_1
datacollector_1
datacollector_1
datacollector_1
datacollector_1
datacollector_1
datacollector_1
datacollector_1
datacollector_1
datacollector_1
datacollector_1
datacollector_1
datacollector_1
datacollector_1
datacollector_1
datacollector_1
datacollector_1
datacollector_1
datacollector_1
datacollector_1
datacollector_1

Message forwarded of size 713
Message forwarded of size 713 14

Message forwarded of size 713 eqms_sensor_sensor.1.ad8agawa8dgz@hdc-nodel
Message forwarded of size 713
Message forwarded of size 714 13

Message forwarded of size 713 eqms_sensor_sensor.1.ad8agawa8dgz@hdc-nodel
Message forwarded of size 713
Message forwarded of size 713 4
Message forwarded of size 713
Message forwarded of size 713
Message forwarded of size 713
Message forwarded of size 713
Message forwarded of size 714
Message forwarded of size 713
Message forwarded of size 714
Message forwarded of size 713
Message forwarded of size 713
Message forwarded of size 714
Message forwarded of size 714
Message forwarded of size 713
Message forwarded of size 713
Message forwarded of size 714
Message forwarded of size 714
Message forwarded of size 713
Message forwarded of size 714
Message forwarded of size 713
Message forwarded of size 714

01227501104,1670202374000,1670169975125,9
01227501104,1670202376000,1670169977084,9
01227501104, 1670202379000,1670169980119,9
01227501104,1670202380000,1670169981100,9
01227501104,1670202384000,1670169985101,9
01227501104,1670202385000,1670169986104,9
01227501104,1670202387000,1670169988114,9
01227501104, 1670202389000, 1670169990086, 9
01227501104,1670202394000,1670169995093, 9
01227501104,1670202397000,1670169998131,9
01227501104,1670202411000,1670170012097,9
01227501104,1670202414000,1670170015126,9
01227501104, 1670202421000,1670170022097,9
01227501104,1670202424000,1670170025126,9
01227501104,1670202425000,1670170026095,9
01227501104,1670202447000,1670170048120,9
01227501104,1670202460000,1670170061123,9

$43:09.039 / 01227501105 / alc602042212050143090000 / bytes: 7

143:10.039 / 01227501105 / alc502042212050143100000 / bytes: 7

143:11.04 / 01227501105 / alc602042212050143110000 / bytes: 71

s=Hamburger,5_Cola,2_Chicken,10.5
=Rice,1.2_Chicken Soup,2.5
s=Big Burger,1.2_Bone Soup,2.5
s=Big Burger,1.2_Bone Soup,2.5
s=Big Mac,2.2_McChicken,1.5
s=Big Burger,1.2_Bone Soup,2.5
s=French Fries,1.2_Vegetable Seafood Soup,2.5
s=Hot Chocolate,1.2_Pineapple Pie,2.5
s=Karubi Beef,1.2_ Low Fat Yogurt Blackberry,2.5
s=Pork Chop with rice,9.5_Egg Soup,3.2
s=Beef with rice,9.5_Soup,3.7_Pork pickled mustard green noodles,10
s=Seafood noodles,9.5_Glutinous rice,0.9_Dumplings,5.5
s=Spring rolls,1.5_Vegetable soup,0.8_Rice and vegetable roll,1
s=Spicy hot noodles,5_Soup,3.7_0ily bean curd,2
[SSO Service][Init Account] Before:4d2a46c7-71cb-4cf1-b5bb-b68406d9da6f
[SSO Service][Init Account] After:4d2a46c7-71cb-4cf1-b5bb-b68406d9da6f
[SSO Service][Init Account] Before:1d1lallcl-11cb-1cf1-b1lbb-b11111d1dalf
[SSO Service][Init Account] After:1dlallcl-11cb-1cf1-blbb-b11111d1dalf
[Consign price service] [Init data operation]
[Consign Price Service][Create New Price Config]
[Route Service] Create And Modify Start:shanghai End:taiyuan
[Route Service] Create And Modify Start:nanjing End:beijing
[Route Service] Create And Modify Start:taiyuan End:shanghai
[Route Service] Create And Modify Start:shanghai End:taiyuan
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2 "name": "LogKnuSent”,

3. vattributes™: [

4

5- value': {

6 “long": 1674758063283
7 .

8 “key": "startAtNano"
9 g

10

- “valve": {

12- “object”: {

13- “ty

LogknuSent”,

338762476

lanbdasnews1”,

2 ¥

2 b

27 “key": “thread"
28 3,

9. {

30- “value"s {

o “Object": [1
2 .

33 “key": "values"
34 }

Wunber”: 3,
2023-01-26T18:34:23.2834252",

iy
String": “Method End”

21

om. finedigital.bean.DataToknuSender"

‘com. finedigital.bean.DataToknusender"

value

—
(=)
=T

kafka_message_in_per_second cr-raw-acc-packet

El
=

X

100.0 4

99.8

99.6

nd 99.4
99.2

99.0

98.8 -

value

cassandra_keyspace_memtablelivedatasize raw_data

9.35MiB

9.16MiB

8.96MiB

01227501104, 1670202374000, 1670169975125,9
01227501104, 1670202376000, 1670169977084, 9
01227501104, 1670202379000, 1670169980119, 9
01227501104, 1670202380000, 1670169981100, 9
01227501104, 1670202384000, 1670169985101,9
01227501104, 1670202385000, 1670169986104, 9
01227501104, 1670202387000, 1670169988114, 9
01227501104, 1670202389000, 1670169990086, 9
01227501104, 1670202394000, 1670169995093, 9
01227501104, 1670202397000, 1670169998131, 9
01227501104, 1670202411000, 1670170012097,9
01227501104, 1670202414000, 1670170015126, 9
01227501104, 1670202421000, 1670170022097,9
01227501104, 1670202424000, 1670170025126, 9
01227501104, 1670202425000, 1670170026095, 9
01227501104, 1670202447000,1670170048120,9
01227501104, 1670202460000,1670170061123,9

HiolH

8.77MiE

8.58MiB

value

container_cpu_usage crowdquake-gateway-v220518_gateway-1_1

0.22%

0.20% -

0.18% -

0.16% -

0.14% +

-

Azt
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. {SpanConteM \fpan(:omcxl} Service B
v’ Java: Bytecode Instrumentation (BCI) | |

v Python: Meta-Object protocol + Dynamic Typing Boiel  |[Bmeer

o Bk A|R/EZ XA Of7fEIZ Ol HistZE AISHA|ZE ‘““/ &“"
print &

Service C Service D -
o HEH J|Eel 20| & =

(a) Trace Topology

(b) Trace and Span
Fig.2 Traces and Spans in Distributed Tracing

o 840 52 +F, AAHO| Kt AL, 047

g2, O|dd=R9
. L ! {'context': {'span_id': -8820367226001093835,
Mzteof met YeE 210 ¥ £

‘trace_id': 2766762858404346241},
= A 'elapsed_time': datetime.timedelta(microseconds=139),
o A|[AHIO| O|AF HEZE M2 H At

: datetime.datetime(2022, 12, 13, 6, 9, 46, 494053, tzinfo=tzutc()),
‘events': [{'attributes': ['@parameter®: io.netty.channel.Channel [id: '
‘/ | E 0Ol . Ol ™ | =0 |)\ =] Ol AF H "'l_E_I: '@xb62100a7, L:/192.168.64.2:28000 — '
O Hlil_ EE. = o A I7_I- o IJ A — = o E EQ‘ o 'R:/155.230.118.234:44812]"'],
Event Density ‘name': ‘Method Start',
05 ‘timestamp': datetime.datetime(2022, 12, 13, 6, 9, 46, 493914,
0.4 tzinfo=tzutc())},
03 {'attributes': ['java.lang.Integer -1239351129'],
‘name’: ‘Method end’,
02 ‘timestamp’': datetime.datetime(2022, 12, 13, 6, 9, 46, 494053,
0.1 tzinfo=tzutc())}],
0.0 [ i n u'i o Y e e | ‘name': ‘<com.finedigital.bean.SensorEventHandler: java.lang.Integer '
1204:41  1204:45 120450  1204:54  1204:58 120502 120506 12 05:10 ‘getChannelld(io.netty.channel.Channel)> *, —
Fig. Processed Event stream using Kernel Density, Estimation 'Parent_id*: 3969049755867096819,
I(n KYUNGI?OOK .lntelligentSoﬂwqreSystemsLab A EQ oL AIE] ‘start_time': datetime.datetime(2022, 12,
& NATIONAL UNIVERSITY KYUNGPOOK NATIONAL UNIVERSITY

13, 6, 9, 46, 493914, tzinfo=tzutc())}
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« egms-data-collector/src/main/java/com/finedigital/bean/DataToKnuSender.java

o -

(%}

th 4=

S

D 0D

public void putData(String mid, byte[] bytes) {
if (senderRunning && mid.length() >= 18) {
ByteBuffer buffer = ByteBuffer.allocate(bytes.length + 8);
buffer.put{ (byte) BxF1):
buffer.put(NettyServer.intToByte(Integer.parseUnsignedln Tlmld}\‘

buffer.put[NettyServer shortToByte( (short) bytes.length)); // Ol &
buffer.put(bytes): // Bl& 9A

buffer.put((byte) BxFD);

try {

bgSendDatas nutihuffer!:
if (bgSer = crowdquake-gateway/crowdquake/core/eqms.py

oy 0
key = self._current_packet_usim

S R

# From here, we ean fail-over when packet cannot parsed
# by diseard current packet.

@ KN

6 packet = packet[:-1]

7 if packet[@] != self.CONTENTS_START_BYTE or packet[-1] != self.CONTENI

8 self._failed += 1

9 self._ectx.log_failure(err="EQMS_MSG_PARSE_FAILURE", reason="Messac
KYUNGPOOK ; R
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2822-12-27 BB:40:23.444 | ERROR crowdquake.gateway:r@h_

pratocol: <crowdquake.core.egms.EQMSProtocol object at 8x7f5
transport: <TCPTransport closed=False reading=False Bx55b288
Traceback [most recent call last):

File "app.py”, line 57, in <module>

gateway.run_forever|( )

| L <function EQMSGateway.run_forever at 8x7f5656788aft
L <crowdquake.gateway.EQMSGateway object at @x7f5656bd37ce>

File "/app/crowdguake/gateway.py”, line 212, in run_forever
self._loop.run_faorever()

| | L <method ‘run_forever' of 'uvloop.loop.Loop' obje
| L <uvloop.loop running=True closed=False debug=False>

L <crowdquake.gateway.EQMSGateway object at 8x715656bd37c8>

> File "uvloop/handles/stream.pyx”, line 829, in uvloop.loop
run_in_contextl(

File "uvlcop/loop.pyx", line 187, in uvloop.loop.run_in_cont
return context.run(method, arg)

File " /app/crowdquake/core/egms.py”, line 191, in data_recei

if packet[8] != self.CONTENTS_START_BYTE or packet[-1] != se
I [ I |t
1 [ | L <cra
| | | L <memory at ex7f567
| | L 161

] L <crowdquake.core.eqms.EQMSProtocol object at ¢
L

<memory at Bx7f5678febf48=

IndexError: index out of bounds on dimension 1

2022-12-27 BB8:40:23.4568 | WARNING crowdquake .core.egms:co
2822-12-27 B8:48:23.4508 INFO crowdquake .core.egms:co
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» eqms-data-collector/src/main/java/com/finedigital/bean/DataToKnuSender.java

« BlockingQueueS A, G2f 22| =7t SA|0 T 2ot otH 28 2 7Hs.

2 import java.util.concurrent.BlockingQueue;
3 import java.util.concurrent.LinkedBlockingQueue;

5 Component
public class DataToKnuSender {

8 BlockingQueue<ByteBuffer> bgSendDatas - new LinkedBlockingQueues==();

LUy UTIUI TS - Oy DLTu,

32 ByteBuffer buffer =

LU BT L L L LS
bgSendDatas . take( ) ;

a3 outStrm.write(buffer.array());

34 outStrm. fiush();

35 LogKnuSent(serverPort + serverldx, buffer.

array())
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per sec

:55:39 2022-12-30@ 89:55:39.878 | WARNING

BE ANLAHOAM 2F 2O HES =1

v 2622-12-36 18

| crowdquake.gateway:log_failure:18

9 - {'kind': 'log-failure', ‘'error': ' EOMS_MSG_TIMESTAMP_VIOLATION', '
reason’ ‘81232973321 : Given timestamp is not in present. 167239383988
8 1672394139878'}
Metrics of EQMS and CrowdQuake Gateway
cpu usage by container
204
=
0
05 05:15 05 05:20 05 05:25 05 05:30 05 05:35 05 05:40 05 05:45
memory usage by container
953.7MB A 4/_/-’—f
0.0bytes T T T T T T
05 05:15 05 05:20 05 05:25 05 05:30 05 05:35 05 05:40 05 05:45
network-received usage by container
244.1KB | W
0.0bytes 4
05 05:15 05 05:20 05 05:25 05 05:30 05 05:35 05 05:40 05 05:45
network-sent usage by container
488.3KB 1 W
0.0bytes 1 . . - . - -
05 05:15 05 05:20 05 05:25 05 05:30 05 05:35 05 05:40 05 05:45
Time

—— eqms-data-collector_datacollector 1 =~ —— crowdquake-gateway-v220518_gateway-0_1

crowdquake-gateway-v220518_gateway-0_1: 4 kind(s) of log templates

3500 -

3000 -

2500 -

2000 -

1500

1000

500 -

0

1: crowdquake.gateway:collect stats:152 - P
opulating session stats

2: crowdquake.gateway:collect stats:172 - S
tats: {"from": "crowdquake-gateway-0", "
kind": "session-stat", "msg": {"session
connected": 10, "bytes consumed": <:*:>
"msg processed": <:*:> "success": <:*:>
"failed": <*:>
3: crowdquake.core.stat:print window:72 - W
indowed stat: {'produced msg cnt': <:*:>
‘elapsed sec': <:*:> 'max latency sec":
<*:>'mean latency sec': <:*:> 'bytes
produced': <:*:> MB/sec', 'percentiles':
{'50p" <*:>'75p": <> '90p": <Fi>
'99p': <r¥i> '99.9p'": <rki>
4: crowdquake.gateway:log failure:189 - {'k
ind': 'log-failure', ‘error': 'EQMS MSG
—— TIMESTAMP VIOLATION', 'reason': <:*:> Gi
ven timestamp is not in present. <:*:> <

K>

05 05:15

05 05:20

05 05:25

05 05:30 05 05:35 05 05:40 05 05:45
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